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Introduction

This document describes AS2 message format, configuration and steps to implement B2B integration solution using AS2

protocol in Boomi.

AS2: AS2 (Applicability Statement 2) is a popular protocol to transmit data securely and reliably over the internet. AS2 supports
the encryption of messages that are then exchanged with trading partners and vendors via HTTPS. These messages are built
using the S/MIME format. Mainly, As2 is used to exchange different data such as EDI, XML, or Custom documents between
partners.

B2B: Business-to-business (B2B) integration is the automation of business processes and communication between two or more
organizations. It allows them to work and trade more effectively with their customers, suppliers and business partners by
automating key business processes.

Challenges

We face below common challenges while implementing AS2.

e |dentifying required info between partners to setup AS2 connection

® Processing of multiple data formats with same partner using single AS2 ID in Boomi
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AS2 Message Format

The AS2 layer is wrapped in the HTTP/S protocol as shown below. AS2 protocol will be having Identification info, AS2 message
packing details, payload and MDN details which are wrapped inside the HTTP. We can configure separate Http server certificates
which will be used by the server when sending MDN back to the AS2 Client application. The server certificate is not the same
thing as the AS2 certificate. Someone could use the same certificate for both purposes but that is very uncommon.

Following are the AS2 protocol layer details:

Identification data:

e As2 ID: AS2 system Identifier (ID) is a unique value which agreed between partners to identify who is sending the data.

® AS2 Sender cert: which is a server public key shared with a trading partner to encrypt the data before sending to Partner

® AS2 Receiver cert: is a client public key shared with Partner and used to encrypt the data before sending to the client
application

AS2 Message Packaging:

e Sign Message: Message will be signed using the Signature Secure Hash Algorithm and then send to partner
® Encrypt Message: Message will be encrypted with Encryption Algorithm and then send to partner

® Compress Message: Message will be compressed and then send to partner

Payload:

The payload is the actual business data which will be exchanged with partner in any format like EDI/XML/custom Formats

MDN:

H I I P Server Cent Client Cert (Optional)

MDN (Message Disposition Notification) is an electronic |
AS2 Protocol

acknowledgment of receipt that is sent to the sender via AS2 after an
| identification Data AS2 Packaging

electronic message has been sent. This acknowledgment of reception

. . | AS2ID | Compress
confirms that the message has been transmitted completely and | sender Cert sign
Racaiver Cart Encrypt
received by the partner. Content type

| Payload
(EDI/XML/Custom Formats)

MDN(Synchronous/Asynchronous)

-

Contact us to know more about
Our Industry Solution
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The AS2 layer will have AS2 specific headers and content. Here's an example of an HTTP request using AS2 with certificates.

_,_,.'_.--

L
PFOST fand/boomi test-IEYUKG,DJEIIA HTTF /1.1

Date: rei, 21 Mg 2030 15:05:03 ceT

From: sender-cert

Ta: receiver-cert

Measage-id;

181998 3942.15.1550315103374 . Javamall MLOSKIEMIZEIW1OSKITMAL . 3=

sabjesot1 AZd Meszage
NIME-Veraiom: 1.0
Contant - 1 multipart/signeds protocol=*application/pkcs?-

signature®y ‘Lqﬁg-nl:-u Doundar =™ ===

= Pact_13_1486083076.1888315103378% _

AS2-FEOEI BORBEr-CREE e

ASZ-Tol recsiver-cert

AsZ-veraien: 1.1

Ussr-Agent: Bl AS: Connector

Diapasition-Notification-Tol ssndar-cert

Connectlon: close

Cacha-Controli no-Sachs

Pragmail no-cache

Hoat: connect.boomi.com

Accept s text/html, image/gif, imagesipea., *1 g=.2. */%¢ q=.3
Content -Lebgth: I500

vvvvv == Part_13_13%3&085070, 1550318103375 -
Contant-Typei text /plains charset=CpllS2y —
name=1558315103362 .dat p—
Content-Tranafer-Encoding: basedd

Content-Disposition: attachmanty fllename=13%231%143362. dar

GOV zACHE K YRR I HAp-dGgQ IVydh== 1
------ = pagt_13_1536095070.1959315103378

Content-Type: applications/pikcs?-sighnaturer name-smime.p?s
Content-Tranafer-Encaoding: basedd

Content-Dispasltlon! atts ner filen ime.pla

Content-Description: S/MIME Cryptographic Signature -

MIAGTEQGSID VOgENAGCAM T ACAQEXC ZAIBGU T DEMCGUAM T AGE 2GS 10 1 DR HADA
AclAwgyMidl 1O
DEADAGECARBIINERL 1 SLyrMibp T GEaTh) JUAME 4 ®C = AIBGN
VIATTAKY SMgo

ZowEbuoeRDVU LW T aRNL FO4VIve VLY HEVCLER2GDSOCLNdMRuu Tude i kDkwE T « bt
HAhLEVADIQC 4K
rdcEDAKPCAOS £ AINTEVDIRUECHEX T SYgQaSOng Y 2 9Wncs +anf | YVALFIDASs BT LT

PPCgIIKDEgOIa
VOINEMC 2 aTHE BARK CARRARARR
—emeee=_PArEt_13_L596095070, 1558315103375~ &

Here's an example of an MDN saying the AS2 message has been received and processed.
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Date: Fri, 21 Aug 2020| 15:20:40 GMT
From: receiver=cert
To: sender-cert
Message-Id:
<H22688681.70057.1559316040813.JavaMalil .clouduser@966643-
ordatomd®.ord.boomi . com>
Subject: Bgomi AS2 Message
MIME-Version:z 1.0
Content-Type: multipart/report; report-type=disposition-
notification;
boundary="----=_ PpPart_70056_119245328.1559316040813"%
AS2-From: receiver-cert
ASZ2=-To: sender=-cert
AsSZ-Version: 1.1
User-Agent: Bogmi AS2 Connector

-==—=---= Part_ 70056_119245328.1559316040813
Content-Type: text/plain
Content-Transfer-Encoding: binary

The message sent on Fri, 31 May 2019 15:20:39 GMT
From [sender-cert] toe [receiver-cert])

with subject [Bgomi AS2 Message] and

message ID of

[<€1374172721.5.1559316039880.JavaMail .clounduser@localhosat.1>)

has been [processed]

~===--=_part_70056_119245328.1559316040813
Content-Type: message/disposition-notification
content-Transfer-Encoding: binary

Reporting-UA: receiver-cert (hoomi.ssrver)
Original-Recipient: rfcB22;receiver-cert

Final-Recipient: rfcf22ireceiver-cert

original-Message-1ID:

«1374172721.5.1559316039880.JavaMail .clouduser@localhost.1>

Disposition: automatic-action/MDN-sent-automaticallys processed

Received-Content-MIC: gahLlFgmHDigwdQgD3jzTrFparRA=, shal
~~~~~ -=_Part_70056_119245328.1559316040813——




Below is the diagram shows how the components are generally used when sending an AS2 message:v

'+ Signs the data with * Uses server's = Uses server’s * dentifies
sender’s private key public cert to private key to sender by AS2
* Encrypts the file encrypt the decrypt the 3]
with receiver’s communication communsation * Decrypts the
public key = [Optional] Uses * [Optional] Uses file with
client’s private chient"s public receiver’s
SSL cert to sign S5 cert to private key
the verify the * Validates the
communication communication file with
sender's public
iy
\ J - \ \ S

The data is signed using a private key to ensure the sender's identity as the creator of the document. The public key of the sender
is used by the receiver to verify the sender. The data is encrypted using a public key so only the owner of the private key (which
should be the receiver) will be able to decrypt the document.

Requirements for AS2
implementation

Sender Need below info from the receiver:

URL of the receiver's AS2 server

e Public SSL server certificate used by receiver's AS2 server, if applicable (if the URL is HTTP, then no need for a certificate)
e Receiver's AS2 ID

e Receiver's public AS2 certificate

e Any specific algorithms for signing and encrypting and any specific MDN options

Receiver Need below info from Sender:

® URL of your AS2 server to send back the MDN
e Public SSL server certificate of your AS2 server
e YourAS2ID

e Your public AS2 certificate
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Implementation of AS2 in Boomi

Boomi AtomSphere is an on-demand multi-tenant cloud integration platform for connecting cloud and on-premises applications
and data. Below explained the implementation steps which used to processing of Inbound and outbound B2B transactions over
AS2 in Boomi.

Inbound Transactions:

We have below two methods to process Inbound documents. In both the methods, if the partner uses the single AS2 ID to send
multiple documents types, then we need to create a gateway service which will be the first process to accept all the documents
and route to the internal process based on the content-type and transaction type since Boomi will not allow having multiple
listeners with same AS2 ID.

® AS2 shared server Listener

e Trading Partner AS2 Start Shapes

When a process containing these connectors is deployed to an Atom which are listen-only connectors that accept AS2 requests in
real-time and initiate Boomi AtomSphere processes based on the AS2 ids and configuration made in the AS2 Shared Server
operation/Trading Partner AS2 shape.

Once the Inbound process is deployed to an on-premise server, the process is ready to accept inbound transactions via AS2
endpoint. The endpoint can be found in the shared webserver of atom management and this endpoint can be shared with the
partner to post the data.

Following are the examples of AS2 endpoint for on-premise servers and cloud atom.
On-Premise AS2 End point - http://<shared_web_server_URL>:<port>/as2.

Cloud atom AS2 End Point - https://cO1-usa-east-integrate.boomi.com/as2/<atom_instance_ID>;.

Implementation approach with AS2 Listener process

) - —
. i : . :
4 Accept any 2. Get content- type 3. Route based on r "n;':t::" ”""‘f' “'"I
Inbound data (XM EDL/ Plain) Content- type g L ROOR Clerment 07 Km
e e—— j
[, ey Fraw S
;I._ B peten i
«~ D @y >3 y g ag
- o
4 cai] A
| o
8. If Dottype =Plain then 4 .
serd to custom process | ﬂ_
_ ¥ & TS 5 L] .
" 1 .-d-____. -
6. ¥ =EDi then 7. Call route process based on 5. Call suby process based on XML
.E" Transaction Type EDl Tranzacthon Type to fransaction type o process data

process data to target systems further to target systems
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Code snippet to get Root element from XML

import java.uiil.Properiien:
iEpaet java. is, InputStoean)
iepert apg. jdon. Documentr
import seg.jdom Eleasnt)
impare s£g.jdom input  SAMBulldes)
imgpeure sog.oml .aax . IAXFr=ent dom)
impore com.boond .exscution. ExecutionDed Ly
Pagd dmd L & O & f la®efsmbens Flht;ﬂmnup s § i
Imputfteean iy = dataltontemi .getStceanii)i
Fiapsitias poops = daratomesmi.geiPiopeatism il
SANPul lder Bullder = pew SANBuilderi) .
DeCumedt dod = bullées bl ldyls)i
Elesent rootlods = doc.getRcotElemert ()i
Brring roctllsmsnetlamerrootMods . gotiams | )
ifcootElemnetiame == aventorjReceiptiicte™) |
ExecutionUtil.seilynamicFroosssitoperty (" Inbound HessageTypelPF" , “Iaventoryleceipilcte™, falww) il
alee LfireotElemenetName=="AEN") |
Execatioaltil.setlynamicirocensProperty (“inbound MessigeTypeDrP™ . "ASE®, falas):}
wlee LEiTootE |l emene tiame=="FOATE") |
EmecutionUtil. setDynamicivoccanaProperty (“inbound_MenasgeTypeDPP™ , "POACE™, falew)ip
mles | Emscutisptizil _ satDymisicPrecssiPrapertyl ™ irmeord MesissseTypsDibE" | "Cnsupperied 0L sessass =ecsived
from paches, HesensgeTrpe s - “spoctilansretiisss, Falee): |
L=t T LI T LT FEEpEk i

AS2 Listener Operation configuration:

server listen - AS2 Server Operation 2) & Folder £ A

AS2iInfo  Archiving Tracking

Connector Action [ Listen = l
AS2 From

AS2 From ID Isendﬂ._-r-_lb I
Signing Certficate lQ sender-ASz-public " |
Client SSL Certificate (1) |Q Chaose 4] I

Reject Duplicate Messages [ (i)

Uze 1P Filterng (] @
AS2 Te
AS2To D Ireceiver-lD l

MDN Signing Certificate (i) lQrecmmsz-prlm 4 B|

Decryption Certificate (i) |Q. receiver-AS2-private & O |

AS2 Shared Server operation configuration
The AS2 From ID is the trading partner's AS2 ID. The signing certificate is the sender's public AS2 certificate.

The AS2 To ID is the Home organization (the receiver's) AS2 ID. The corresponding certificates are Home organization private AS2
certificates.
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Implementation approach with TP start shape

This process will start with the TP shape where we will configure My company profile and your trading parent profile. In the profile,
we will configure the AS2 and certification details which are required for AS2 communication. The remaining Internal functionality will
be the same AS2 listener process which identifies the documents and routing to the required subprocess based on the transaction

type.

Inbsand Gatewsy TP Process  sooein d Bioile /bl Deusint
3
o B—T S - 4
- o y P i - - 2a
> @ ' ———@ o
i el L] i E ] ¥ .1 Fia I i e -
L TR Veu p— g T LS
9 E B L
. i
@ . L
Ny Konigurisin ; Sometimes the trading partner will request that an MDN be sent back
:_ o - either synchronously or asynchronously. Your trading partner will need to
- = include this request for MDN in the original message when they send the
ST data to your AS2 listener process or Trading Partner process. AtomSphere
ol i will interpret their request and if they have configured it properly, an MDN
i : will get sent back.
e If they desire to have the MDN sent back to a different URL or port, they
i- =- will need to specify that in the Disposition-Notification-To header of the
s = original message. Message Disposition Notifications (MDN) are tracked at
AT ) the AS2-level under Process Reporting, for specific documents, to
e : confirm that the communication exchange between AS2 partners was
- = valid or invalid. However, the full message captured by the AS2 server is
i:' = stored at the Atom-level. You should be able to view the MDN's in the
o = work/AS2/inbound or outbound directories in your Atomsphere installation
— . directory.
R Er—
=
Outbound Transactions: Here's a basic process to send any data using the AS2 client:
We can use the AS2 client connector or Trading S Bk 1o Pictre,: Aucuethc SR ./ A Eaaiiin
partner to send the outbound documents to i” ‘.‘.. -L'.‘_'.mm | [
partners. Mostly, we use the trading partner to B =Qe
send EDI documents as TP will support to = 0
configure ISA and GS segments so EDI segment Y
values will be configurable for each environment 4 g ?
without changing in the code. - =
$ l:?'_:;;'ii'f;ii".';?f;;' raes ﬂl ; ﬁ
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The AS2 client connection will define the AS2 server information. The AS2 server URL will go into the URL field. If the server has an

SSL certificate, we'll use the public server certificate here

pl‘od cloud AS2 URL - A5 Cannector ? W Foider # Add Description

Settings
URL https://connect boomi.com/as2/boomi_test-3GTWKG.DJESIA
SSL Certificate server cert I QL 0%
Client S5L Certificate Choase.. |a ~On
Authentication Type Nane v| (&

The AS2 client operation will define AS2 specific information. The AS2 From ID is
Home organization(sender) AS2 ID. The signing certificate will be Home
organization (sender) certificate. The AS2 To ID is the receiver's AS2 ID (trading
partner). The encrypting and MDN signing certificate is the receiver's public AS2
certificates. They could be different and not the same public key.

send operation with cert  As2 Operation (2 & ¥

As2Info  Opticns  Archiving  Tracking  Cachin

AS2 From

AS2 From ID sender-ID
Signing Certificate Q Sender-prvate
AS2To

AS2To 1D receiver-1D

Encrypting Certificate Q ASz-receiver-public

MDN Signing Certificate | O AS2-receiver-public

send cperation with cert -Asz operiton @) MFoer # Akt eicripton There is an options tab in the operation to control AS2 message and MDN options.
e VP e i, (s [ R, we'll see the options for signing, encrypting, and compressing the AS2 message

. : here. The receiver might request a certain algorithm for signing and encrypting so

mmom we can adjust to the dropdown. The options for the MDN options allow us to request

c1 prosrm . the MDN synchronously and asynchronously and request the receiver to sign it or

SR . not with an algorithm.

[:{ vt Messaze E ¢

Encyption Algarithm

Compres: Message

Message Dispositian Natification (MDN) Options

Recuest WDN -
Segred

Segrature Secure Hash Algorithm SHA

Synciasyne ® synchronous * Asyrchronous

Extermal URL

Contact us to know more about
Our Industry Solution
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Monitoring Transactions

We can track all the transactions which are sent to partner and received form partner will be monitored through Process reporting.
Documents will be tracked using standard tracked fields or customized fields which can be defined using the unique fields of the
interface like, PO number Or shipment ID.

The following three options are available in process reporting to monitor the transactions which
are processed in Boomi:

Executions: In the execution, it will list all the transactions processed in Boomi and available options to filter the transactions based
on filter conditions such as process name, execution ID & date range

Documents: can use tracked filed to find the particular transaction is received or not with following standard tracked fields AS2
from ID, AS2 to ID, Subject, Message-ID, File Name, MIME Type

Trading partners: Process which use the trading partner shape can monitor the transactions with a filter condition

{
o
i
0
o

ccecos0000C0R

Message Disposition Notifications (MDN) are tracked at the AS2-level under Process Reporting, for specific documents, to confirm
that the communication exchange between AS2 partners was valid or invalid. However, the full message captured by the AS2
server is stored at the Atom-level. we should be able to view the MDN's in the work/AS2/inbound or outbound directories in your

Atomsphere installation directory.

] o (R e amverita]
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AS2 Benefits

AS 2 will provide following benefits

Security: Provides End-to-end data encryption and SSL encryption and hashing
Non-repudiation: Confirmations and MDN

Flexibility: Large file transfer & Any data type including non-EDI payloads

Contact us to know more about
Our Industry Solution
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you build the future enterprise.
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Become a master in the interplay of domains and
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